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Presentation Outline

* Why did we do this?

* Platform choices.

* Building a Windows XP Embedded Image.
* The application program.




Why did we do this?

 Needed a platform to interface between
VSystem software and various types of
hardware: magnets, power supplies efc.
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Platform Choices

Hardware:

 CompactPClbased
e J2 ConnectorforrearlO
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An example chassis

A picture of a fully configuredchassis. Thisis the Central Timing
e Distributor (CTD) for ISIS, a fairly important piece of equipment!!




Platform Choices

Operating System:

* \Windows CE Embedded
* \Windows XP Embedded
« Embedded Linux

« QNX




BUILDING A WINDOWS XP
EMBEDDED IMAGE



Windows Embedded Studio

* Target Analyzer

« Component Database Manager
* Target Designer

« Component Designer

 SDI Loader & sdimgr.exe
 Remote Boot Manager
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Beginning with XP Embedded

» \Windows XP Embedded is component based.
« Using a Board Support Package (BSP)
« Analyze your target hardware.




Target Designer

4" Microsoft Target Designer - ICALEPCS0S Image.six
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First Boot Agent (FBA)

ISIS Controls
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Windows
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B Storage Device Image Loader

Disk Id
BSFE7030SDIDISK  D:\Windows Embedded SDI\cp306_400mb; sdi

Dinive Geomely

AddDisk | Remove Disk

User Disk Size
Reserved Size
Block Size Done |

SDI Loader.

SDIlLoaderis usedto create a network bootfile to usein
conjunctionwith the PXE protocolin a compatible BIOS.




Remote Boot Manager

2 Remote Boot Manager = m _:r:_i
Save
Choss
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THE APPLICATION PROGRAM



Application Layout

Kontron Chassis

XP Embedded

Service Application
Vista Controls
System HTTP Server
(OpenVMS)
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POST /scripts/database, vi?function=15 HTTP/L,1
Content-Length: 1639

e e wrwe s e P e e P i v e 1

{channel name="THING: RESISTANCE")
{parans type="float" activity="1" c1d="3" slot="1">
Chparams>] 2 3 4 X /hparaus

{oxul version="1.0" encoding="UTF-8"2

{database>
{cparams>4.l 1.1</cparams>

10 Zchannel names=""THING: VOLTAGE™>» ;
11 Cparams typasTinteger”™ activitys"1" cids™1l"™ =2lota™I™» o L {f']}ar &IS}
12 chparams»]l 2 3 4 5S</hparamss
13 coparams»3.1 1. 5¢/cparams J) {!I:hﬂﬂnEl}
14 C/pAr ATE : <
15 < fchanrie 42 </ paranas
16 Cchannel names"AFFAT:READ DATA™> 43 < fcharme 1
17 CHarARs types"integer” siZes" 10" ACEIWity="1" funcrtiofs"4"> 44 Cchantie]l names"ACTION: CAMERA™S
18 chparams>) 2 3 4 5</hparamss 45 {pArAaRA Type=Tinteger” activitys="4" />
13 Caparanss>FT0C S sparanss 46 chparams>l 2 3 4 5</hparamss
21 </ pAL At A 47 < fehanmne 1>
4 | £ fcharne L 44 <chanhel name="REM0ITE: FIEST ">
P <channel name="REENITE: FREQUERCY > 49 charans type="float” accivicy="32"3>
23 <params type="integer” activicy="2": 50 <hparams>1l 2 3 4 5</hparams>
24 <hparams>1 2 3 4 5</hparcams> 51 </pacans
25 < /pACams> 52 < fchanne 1>
26 < fcharire 1 R < Sdatabazes
27 <channel name="FEMOTE:DEEUGLEVEL': 54

Database download XML format

Thisis an example ofthe XML with the HTTP POST heacderthatis sent fromthe
ls systemtothe Windows XP Embeddedchassis whereitwill be
processedinto a Database object.
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/= hitp:ihestichassisfscripts/database. viffunction=14 - Windows Internet Explorer E|{E:|E|

@ o £ | http: jftestchassisfscripts fdatabase. virfunction=14 WL { b
Fil= Edt Yiew Favortas Tools Help Lirgs ¥
W G| @8 etp:f testchassisjscriptsfdat sbase vitfunctione14 Bo = E) - o< |- hpage - {FTook x

<?xml version="1.0" 7>
- zdatabase>
+ wchannel name="ARRAY:INLINE" >
- cchannel name="ARRAY:LINKED" >
¢ <value flag="D">
</channal=
+ wchannel name="ARRAY:READ_DATA">
- <channal name="ARRAY:WRITE_DATA">
ovalue flag="0">
<placeholder segno="0" />
Zfvaluas
</channel>
<channel name="REDIRECT:SOURCE" >
=value flag="0">0<=/value>
</channal>
- <channel name="STATUS" >
ovalue flag="0">0</value>
</channel>
- echannel name="THING:VOLTAGE" >
<value flag="0">0. </value>
<fchannal>
</database>

% Local intranet H 100% -

Database through a browser.

You canviewthe current Database objectvia a browser, this is the
il : same information thatthe reaclerprocess onthe controls system
| periodically retrieves.




Application Service

~ Startthe HTTP
Server

U

Wait for an event or
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Stop the HTTP
il Server




Common Use

e Database Class

— Create it before use, contents sent via HTTP once HTTP Server starts.
— Exposesan event that signals when it has been updated from Vista.
— Contains Channel objects, application works with these.
— IsltNew() — Has a new database been downloaded.
— lterateChannels() — Step through each channel in the database.
— UpdateChannel()— Update a channel in the database.
Lock() & Unlock() — Multi channel operations mainly.

. HttpServer Class

— Handles database/channel writes from VIMS, all exchanged via HTTP/XML.
— Supply a database as a parameter using Start() method.




Common Use

e Channel Class

— GetType(), retrieves the data type of channel e.g. CPS_FLOAT,
CPS_FLOAT_ARRAY

— GetValue() / SetValue() , to modify channel data.
—  GetActivity()
— GetCardId()




Conclusion

* |t works!
* |t has freed the hardware guys from writing networking
software.

* Pretty easy to deploy a new image.

» Slower booting, but this is mitigated because it doesn't
happen often.

 Changing the image for regular updates Is a necessary
evil, as is anti-virus & a firewall. But you can mitigate the
exposure by limiting the components.

+ Useful to view from a browser.

e

e

—




WINDOWS XP EMBEDDED
SECURITY




Windows XP Embedded
Security

* Windows Updates
* Firewall

 Anti-Virus Software




Windows Updates

« Suppliedas an ISO image, or use WSUS
or SMS.

* Two types DQI & database.

« Database
— Run exe to apply to DB.
— Use Target Designer to update image
— Reboot chassis, download over network.
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#  Files Currently on the CD

[ windows PESPIIETWMP 1-August2009-x86-ENU.exe  16,525KB  Application  17/09/2009 06:00

: B 3% Floppy (A:)
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Monthly Updates CD, Database Update

The monthly updates CD contains quite a few different directories
il o for cifferent component database versions of XP Embedded. Ours
| is WindowsXPEmbedded SP3IE7WMP11




QFE Installer -- Installation Completed

el

Verified wiite permission for all [43) files to be copied,

Import Succeeded
Changes to the database have been committed

File[z) Processed - 1. Filels) Succeeaded ; 1

The following objects were imported into the database on ICCFROG:
Components:

Microsoft Vechow Graphics Rendenng (VML) - Secunty Uipdate KBS381 27-v2

Windows Media Player 6.4 - Secunty Lpdate KES54b600

Windows Media Format Runtime 11 - Security Update KB952069

Primitive: ieframe.dll - Security Update KB372260

|rterret Explorer - Secunty Update KBS72260

‘Wininet Libraty - Security Update KBI72260

Urdmion Library - Secusity Update KB372260

Priritive: MSRATING.DLL - Security Update KES72260

HTML Renderrng Engine - Secunty Update KBI72260

Microzoft Feeds Manager - Security Update KBI72260

Priritree: JSPROXY . DLL - Secunty Update KBI72260

Prmutree: INETCPLCPL - Secunty Update KES7Z260

Friritree: werutl dil - Secunty Update KES72260

Prmitive: iedkcs32 dil - Secunty Update KBS72260 W

I Save log fle | |

Finizh

Applied Updates

Runningthe update executable willapply the updatestothe
kil component database, producing a summary on completion.




& Microsoft Target Designer - ICALEPCS09_Image.six *
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(5 Primitive: HLINK,DLL [Version 5.1,2600.551 &
% (23 Primitive: HNETCFG.DLL [Version 5.1,2600,
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‘2 CFS Disable Firewall . . INETCPL.CPL - Security Update K
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X|CFDE: 2.06 secs, £3 regs. LAB: Z.06 secs, 53 reqs, 0% hits, 0 entries
acrivarion complece, elapzsed time: 15.08 seconds
Ho @rrors or warnings

*'_1 P.. Tasks hHgssaEﬂDebuq f

Upgrade all components in the configuration to the latest versions 637 Components 175158 KB

Upgrade Configuration

Once updates have been appliedto the component database,

loacdinganimage in Target Designerwill give you the option to
apply themto the image.




Windows XP Embedded
Security

* Windows Updates
* Firewall

 Anti-Virus Software




Windows Firewall

There are several ways to configure
Windows Fire in XP Embedded:

1. Modify the Component Settings In Target Designer.
2. Use . INF file or directly configure the registry.

3. Windows Firewall Control Panel Applet

4. NetSH or edit the registry.

5. Group Policy in an Active Directory domain.
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Authorized Applications |hide |

Program Path
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<

Remote Assistance |%windir%\system32‘- Any source
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& (3 Windows APT - Advanced [}
# (5 windows API - GDI - Secu

L |® 5 Windows API - Kernel [VerS

i (2 Windows API - User -

P CPSH & (5 Windows Logon (Standard]
CP RS 1 (5 windows NT MARTA Provi
P PSM | 5 Windows Pickure and Fax
P PSS | (53 windows RAM Disk Oriver|]
1€ > L 4 |
=TT T\ Tasks ) Messages £ Debug [
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Network Diagy Globally Open Ports |hide]

Port

Port Name Number Frotocol Scope
NetBIOS Name Semic |137 UDP =] |Local network only |
MetBIOS Datagram S |138 UDP =] |Local network only =
NetBIOS Session Ser 139 TCP =| |Local network only ~|
SMB over TCP 445 TCP +| |Local network only :_J
S5DP 1300 UDP | |Local network only ~
UPnp Framework over |2869 |TCP ~+| |Local network only *
Remote Desktop 3389 TCP »| |Local network only :J
FHNRP 3540 UDP =| |Local network only ~|
CPS HTTP Server a0 TCP =| |Local network only *|
TCP x| |Local network only ~|

Windows Firewall Configuration

You can configure The Windows Firewall within Target Designer,
before buildingyourimage.




Windows XP Embedded
Security

* Windows Updates
* Firewall

 Anti-Virus Software




Sophos Anti-Virus

* Originally used the desktop version.

— Too big a footprint, both application and
downloads.

« XP Embedded version imminent
(~2weeks).
— Hopefully way smaller! That's the aim!
— Hopefully fits with existing management tools.
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Conclusion

* |t works!
* |t has freed the hardware guys from writing networking
software.

* Pretty easy to deploy a new image.

» Slower booting, but this is mitigated because it doesn't
happen often.

 Changing the image for regular updates Is a necessary
evil, as is anti-virus & a firewall. But you can mitigate the
exposure by limiting the components.

+ Useful to view from a browser.
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